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FIG. 1 (PRIOR ART) 




FIG. 2 
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Creating a token by a first bridge 
device, where the token 
comprises an identity of a 
context associated with a mobile 
device. 



Securely providing the token to 
the mobile device. 



4 

Securely providing the token to 
a second bridge device by the 
mobile device. 



L 

Securely providing the token to 
first bridge device by the second 
bridge device. 



V 

Authenticating the token from 
the second bridge device by the 
first bridge device. 



V 



Securely providing the context to 
the second bridge device by the 
first bridge device. 




FIG. 3 
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414 



A = nonce RO 
encrypted by first 
bridge device using 
mobile device^s 
public key. 



B = RO and Cid 
encrypted by first 
bridge device using 
first bridge device's 
public key. 



C = digital signature 
for RO and Cid created 
by first bridge device, 
where A + B + C = 
token. 



Send token from 
first bridge device to 
mobile device. 



Mobile device obtains 

RO by decrypting A 
using mobile device*s 
private key. 
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D = RO encrypted by 


/ — 412 


mobile device using 




second bridge 




device's public key, 




where D + B + C = 




token. 





FIG. 4 



Send token from 
mobile device to 
second bridge device. 



Second bridge device 
obtains RO by 
decrypting D using 

second bridge 
device's private key. 




E = new nonce R1 
encrypted using RO by 
second bridge device. 



I 
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F = R1 encrypted by 
second bridge device 

using first bridge 
device's public key, 
where E + F + B + C = 
token. 



Send token from 
second bridge device 
to first bridge device. 



R1' = R1' recovered by 
decrypting F by first 
bridge device using 
first bridge device's 
private key. 
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First bridge device 
obtains RO and Cid by 
decrypting B using 
first bridge device's 
private key. 
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First bridge device 
obtains R1 by 
decrypting E using RO. 
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YES 



)igital signature^ 
o/erifies source?^ 



Yes 



Encrypt context 
identified by Cid by 
first bridge device 
using R1. 




Send encrypted 
context from first 
bridge device to 
second bridge device. 



NO- 



END 



FIG. 4 (con't) 



